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Trust Begins
With Data Privacy.

Digital Personal Data
Protection Act 2023
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What We Hear v/s Reality

What we typically hear

1.

2.

DPDP Act applies after may 2027
We don't collect client’s Pll data

Cyber Security = DPDP Compliance

Consent Management, Discovery

tool = DPDP Compliance
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Reality

1. Readiness can’t wait for enforcement date
2. We collect employee, vendor, CCTV, cookie
data

3. Privacy Governance is beyond Security

4. Compliance requires Governance, Policy and

Accountability



DPDP Non compliance reflects more than regulatory failure ﬁ KGS

CONSULTING

Business Impact What It Reflects

Regulatory penalties up to ¥250 Crore Weak governance, ownership and

accountability

Reputational and customer trust
erosion

Careless handling of customer data

I 11

Operational and business disruption Lack of privacy culture and responsible

behaviour

Regulator evaluates accountability, not just availability of tools
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How would an organization CONSULTING

How would an organization

drive its units and functions ensure it invests .
of privacy? proportionately for privacy? ~ What it means to make

transactions sensitive to
privacy?
How should an organization
judge whel.’e it stands for What is privacy governance,
privacy? \ what should it deliver?

What kind of technical, H OW tO
tactical & operational —w__ STA RT 7
measures required for ° \ What are

privacy? components of
privacy program?
What Key capabilities What should qualify to
an organization should be proper privacy
acquire for privacy? initiative ?

How would an organization
bring predictability in
privacy affairs?

Why is it required to ensure
privacy in critical business
function?
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Are you collecting these data ?

[ Aadhar Card ]

Permanent Account No] [ Photo ] [ Job History ]

[ Email Address

[ Date of birth

] [ Bank account ] .
[ Login History ] [ Phone number]

Salary details

[ Browsing Behavior

[ Employee Number ] [ Social Media ID ] [ Cookie ID ]

[ IP address ]

Vehicle Register Number ] [ Handwriting ]
l Education History ]

[ Location Data ][

[ Employment History ]
[ Home address ] [ Mobile Device ID ]

Credit card
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Roadmap for DPDP

Control validations &
Audit

Data Privacy Impact
Assessment

— .
aality & '

@ 4 Privacy Foundation Re

) T

Incident exercises

. Process control
Policy & Framework implementation

development

Initiation & Governance Vendor Reviews

Data di ry & mappi Technology & Security .
ISCOVErY & Mapping Risk Assessment & Alignment DPDP Audit

Gap Assessment Legal Alignment

Training and Awareness



Phase 1 Data Visibility & Governance

Initiation &
Governance

Scope and applicability
Identify stakeholders
Privacy governance

Roadmap

Data discovery & mapping

e |dentify personal data

* Map data flows and
systems, sources, storage,
sharing, and transfers

 Datainventory, RoPA
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Gap Assessment

Current practices v/s DPDPA
Review policies, consent
practices, contracts,
retention, security, and rights

handling



Phase 2 Privacy Foundation
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Policy & Framework

Privacy policy and notices
Consent management
framework

Data retention policy
Incidentresponse and

grievance handling

ala

Risk Assessment &
Legal Alignment

Privacy Risk Assessment
Align operational
processes with legal
obligations
Third-party/vendor privacy

requirements

KOS
2]

Training & Awareness

Employee awareness
Role-based privacy training
Management and process
owner workshops

Privacy culture and

accountability initiatives
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Phase 3 & 4 Privacy Risk Reduction and Audit

» v/

Process Control Technology Alignment Control validations & Audit
* Consentlifecycle  Consent & workflow * Data Privacy Impact
* Data Principal rights automation Assessment
* Retention & deletion * Encryption & DLP alignment * Incidentresponse testing
controls * Logging & audit trails * Vendor Oversights
* Breachreporting * Purpose based access * Governance reporting

mechanism controls  DPDP Audit



Why KGS? KOS

Choosing KGS means Choosing

* Integrated Governance across Legal, Privacy,

Cyber Security, Technology
« Technology based DPDPA implementation How to engage Wlth us?
* 160years of combined Cross Industry Expertise

 End to End implementation
* Phase-wise engagements

* Selection of services among different phases
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